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1. Introduction

| have been involved in the criminal justice system for approximately 30 years and over
the course of my career have performed operational policing duties in plain clothes,
special squads, intelligence units, security, prosecution and emergency management.

After 23 years with Victoria Police, | took up a role with Corrections Victoria, as Prison
Intelligence Officer at Marngoneet Prison. | was later promoted to a role which
incorporated supervision duties at Marngoneet, Metropolitan Remand Centre and the
Prisons Directorate.

In March 2010, | commenced employment as the Security and Safety Manager, Courts
and Tribunal Unit in the Department of Justice. In this role, | was responsible for providing
authoritative and specialist security advice across all Victoria court and tribunal
jurisdictions.

The focus of my current role is to manage the operational and strategic security function
for Court Services and to provide specialist support to judicial officers, government
stakeholders and agencies and court and tribunal staff in relation to a range of security
issues including identifying and disseminating security and safety “best practice” through
education, training and support.

US Marshals, Washington DC
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3. Executive Summary

“Investigate strategies and techniques relating to intelligence led court security”

My fellowship demonstrated the importance of intelligence, as applied to the court
security function for trend analysis, strategic planning, safety of court users and the
appropriate management of judicial security threats and associated investigations.

The ability to establish collegiate relationships across a range of international courts and
justice agencies and, with this, to have the opportunity to observe from an operational and
strategic perspective the application of the intelligence process has been invaluable.

3.1 Highlights

My fellowship afforded me access to a range of secure and classified sites in Europe,
Canada and the United States.
Highlights of my tour included:

» The Courts and Tribunals of the Hague, Netherlands and the United Nations
Security Unit,
Ireland Courts in Belfast and Dublin,
London Criminal and Civil Courts

Ontario Courts and the Justice Officials Protection and Intelligence Section,
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US Marshals, Washington DC, Leadership Team, National Center for Judicial

Security, Protective Intelligence, and Tactical Operations Sections,
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FBI, Behavioural Analysis Unit and Critical Incident Group, Quantico,
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Secret Service, Intelligence Behavioural Science Unit, National Threat Assessment

Center (NTAC),

» US Department of Homeland Security National Consortium for the Study of
Terrorism And Responses to Terrorism (START)

» Interpol, US National Central Bureau,

> Interviews with international judicial officers, staff and Law Enforcement Agencies.




3.2 Recommendations

1 Introduce the concept and process of intelligence analysis to Australian court security
to enhance the security function.

2 Promote the importance of correct management of judicial security threats and
investigations.

3 Establish intelligence exchange between Australian court security units, in the areas of
trend analysis, judicial security, IT and data collection and education and training.

4 Improve the court security function through innovative and adaptive security solution
design.

5 Establish Australian standards and methodologies for conducting vulnerability
assessments for courts and in relation to judicial security.

6 Establish and maintain collegiate and collaborative international relationships to
enable regular exchange of relevant and latest trends in the court security function.

3.3 Dissemination

My report, recommendations and presentations to:
e Australian Court Security Group
e Members of the Judiciary
e Government
e Security Conference

Gary Ryan

General Manager
Court Security Coordination Unit
223 William Street, Melbourne 3000

Em

ail: Gary.Ryan@justice.vic.gov.au

Phone: 03 9032 0005
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4. Fellowship Programme

Date

Visit / Meeting

23 September 2013

United Nations Internal Criminal Tribunal for the former
Yugoslavia (UNICTY)- Intelligence, courts, communications,
media

International Criminal Court- Intelligence, courts, communications

24 September 2013

International Court of Justice (Peace Palace)
Special Tribunal for Lebanon (STL) and Sierra Leone -
Intelligence, courts, communications

26 September 2013

Belfast, Ireland Royal Court

27 September 2013

Belfast, Ireland District Laganside Court

30 September 2013

Dublin- Children’s Court- Garde (police), court and cells
Old High Court- Garda (police),

1 October 2013

Dublin- Criminal Court of justice,— Communications centre, cells,
court

4 October 2013

London- Her Majesty’s Courts and Tribunals Service (HMCTS)
Criminal court, Civil court

7 October 2013

Toronto- Case study debrief- Judicial security investigation and
incident
Roundtable Security conference and presentation

8 October 2013

Ontario Police Headquarters, Orillia
Orillia Court, Justice W. George Beatty

9 October 2013

Durham Court, Regional Police, court tour, cells, communications
control room, attend secure high risk trial in progress
Toronto Supreme Court, cells, entry screening, courtrooms

11 October 2013

Washington DC- US Marshals, Judicial Security (JSD)




Intelligence analysts

e US Marshals, Department Managers briefing

e Springfield, Tactical Operations section- Communications,
Special Operations Group, Logistics, Emergency Management
and Dog squad.

15 October 2013 e Washington DC, US Marshals, Judicial Security Division (JSD)
Office of Protective Intelligence
e Operational Psychologist

16 October 2013 e Prince William County- County Sheriff, Courts security,
courtrooms, cells
e Washington DC Superior Court

17 October 2013 e US Supreme Court- Intelligence and investigations unit, Court
and Supreme Court Police
e Arlington County Courts- Arlington County Sheriff,
Communications centre, Courts

18 October 2013 e Eastern District of Virginia, Court
e Director, US Marshals and Executive leadership meeting
e DOJ, Deputy US Attorney General personal protection detail

21 October 2013 e US Marshals- Covert Surveillance, Protective Intelligence unit,
Judicial Security

22 October 2013 e US Department of Homeland Security National Consortium for
the Study of Terrorism And Responses to Terrorism (START)

23 October 2013 e Capital Police- Threat assessment centre, Intelligence unit and
Investigations
e Secret Services- National Threat Assessment Center (NTAC),
Intelligence unit, Behavioural Sciences unit

24 October 2013 e FBI, Behavioural Analysis Unit, Quantico
e Critical Incident Response Group

25 October 2013 e US Marshals, Contracts, Administration
e Presentation to US Marshals
e Interpol, US National Central Bureau

28 October 2013 e US Marshals — Physical security, infrastructure, security systems,
technology and assets, security contracts and management




30-31 October 2013
e Dallas, Federal, State Courts- Communications centre, security
screening
e Interview, Judge Stacey Jernigan, US Bankruptcy Court,
Northern District of Texas.

United Nations, International Criminal Tribunal Yugoslavia building (UNICTY)
The Hague




My fellowship tour included visits to numerous secure and restricted facilities. The
access afforded me was exceptional and was provided on my undertaking that
highly sensitive or classified information would be released only to my colleagues in
Australian court security units and other authorised persons. For this reason my
report will provide an overview of my observations and learnings without disclosing
information that might compromise the agencies concerned.

5. Summary of Visits

5.1 The Hague, Netherlands

The United Nations (UN) is responsible for court security at the International Criminal
Tribunal for the former Yugoslavia (UNICTY). United Nations security works closely with
local police in relation to the exchange of intelligence and prisoner transportation. Public
entry into the facility is subject to similar constraints and measures as are in place in
Australian courts and movement around the building is strictly monitored. Media interface
in the building is closely managed and only a single live feed is supplied to all news
teams.

An International Treaty (the Rome Statute) established the International Criminal Court
(ICC) on 1 July 2002. One hundred and twenty two countries/states are party to the
Rome Statute. Eighteen judges are elected for a 9-year tenure to the ICC. The ICC has
six official languages being English, French, Arabic, Chinese, Russian and Spanish. The
two working languages of the ICC are English and French.

Entry screening at the ICC is consistent with all other courts in The Hague, the only
significant point of difference being that mobile phones are banned from within the
building and purpose built storage lockers are used for storage of mobile phones. The
criteria for the recruitment of security personnel includes a requirement for candidates to
have prior police/military experience (minimum 3 years), be height/weight proportionate,
have relevant security experience and clearance, good communication skills, sound work
history and appropriate referees.

The Special Tribunal for Lebanon (STL) and Special Court of Sierra Leone, the STL was
created by UN resolution #1757, which commenced in March 2009. This court has ten
judges in total, with Australia being represented by His Honour Judge David Re.

Entry screening requirements at these venues are consistent with other court buildings in
The Hague, although perimeter security is a high priority due to the nature and type of
hearings. Entry screening procedures are conducted in a building adjacent to the main
building. This is common practice at many international courts due to factors including the
age, design and prior purpose of buildings, most of which are subject to heritage
protection which constrains the installation of security infrastructure.

My visit to the International Court of Justice at the Peace Palace was a highlight.

This building, opened in August 1913, was donated and constructed by the Scottish/ US
industrialist Andrew Carnegie and is home to many significant works of art. As a Heritage
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Listed building, security needs to be adaptive and flexible. An example of this is the use of
a freestanding ballistic glass shield, which provides security without hindering the court
process and which did not require intrusive construction.

All court buildings in The Hague have control rooms for live monitoring of duress alarms
and Closed Circuit TV (CCTV).

5.2 Belfast, Ireland

Courts in Belfast have been subject to violent clashes and incidents over the past several
decades. The Royal Court has an adjoining wall, which is bomb proof and is 17 feet thick.
During the IRA conflict when hostilities were at their most intense, the street that the
courts faced onto had the dubious honour of being the most bombed street in the world.

On the opposite corner, the Laganside Court is an imposing building and appears as a
stark contrast to the heritage listed Royal Court. Entry screening requirements are very
stringent and consistent across both courts. The Royal Court operates a separate
screening building adjacent to the court, whereas at the Laganside Court entry screening
is conduced on the ground floor, immediately upon entry. Security arrangements at both
courts are of critical importance and can be escalated quickly where necessary. At both
courts, CCTV is live monitored from a central control room. Laganside also has a café
and registry on the ground floor. The café accommodates court users with light
refreshments and alleviates congestion and traffic via entry screening.

Court Control Room, Ireland

5.3 Dublin, Ireland

Dublin courts have a number of older heritage buildings that require ongoing maintenance
and adaptive infrastructure construction. The Children’s Court is the most challenging
facility, being not fit for purpose, poorly designed and in urgent need of replacement. |
spoke with staff from the Garda (police) who encounter a range of operational difficulties
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daily as a result of the limitations imposed by the configuration, age and layout of older
court buildings.

The most impressive court building was the Criminal Justice Court, which includes all
Court Jurisdictions (High, Circuit and District) in a single location. The design was
adapted from Spanish Court in Valencia, which held hearings for the Basque separatist
trials. Many rooms within the court were designed for to be used as multi purpose spaces
including the Jury Pool Room, which has been designed to be used as a
conference/meeting space during non court sitting hours. The building incorporates a
number of innovative designs including cells, glass lifts, café/restaurant, vulnerable
witness rooms, courtrooms and seating areas.

The Criminal Justice Court contains 26 Judicial Chambers, roof top garden and
conference rooms. A Public Private Partnership (PPP) contract was utilised for the
construction of the building. Security solutions installed for secure trials were pragmatic
and fit for purpose. This building was the most operationally complete court visited during
my tour and highlighted a number of solutions, which could be readily adapted for
Australian Courts.

Criminal Justice Court, Dublin Ireland

5.4 London, United Kingdom

Australian courts have their early foundations in the UK legal system. It is discerning that
courts in London are for the main part Heritage listed older buildings. Court security staffs
are under increasing pressure to be flexible and adaptable in their operational security
duties. With approximately 30,000 judicial officers, and in excess of 500 courtrooms, the
UK represents one of the largest court systems in the world.

12



Royal Court of Justice, London

5.5 Ontario, Canada

On arrival in Canada, | attended a de-briefing of a case study involving a judicial security
incident and the subsequent investigation. My participation in a local court security
conference was a very informative experience. To be able to engage and establish
relationships with other court security professionals has enhanced the capability of the
Australian Court Security Group to interact on an international level. A visit to the Ontario
Police Department in Orillia and the JOPIS unit provided the opportunity to inspect the
operational governance of the unit, equipment and administration facilities. At the Orillia
Courthouse, | was privileged to have the opportunity to interview His Honour Justice
Beatty, who prior to his judicial appointment, had worked in Australia. His personal
stories of Australia and his travels were of great assistance to me in contextualising the
importance of court security internationally and here in Australia.

Of all the courts that I visited while in Ontario, Durham courthouse stood out as arguably
the most modern, and innovative in terms of the design and functionality of the facility. |
was fortunate that my visit coincided with a secure court case involving a major drug
syndicate, and so | was able to observe exhibit management and storage, prisoner
transportation and transfer, security screening, and the intelligence function in situ. Court
holding cells, the security control room and courtrooms were all “state of the art” and in
line with international best practice.

In contrast, the Toronto Supreme Court is a historic building, not designed for modern
court operations. Holding cells, entry screening and security infrastructure are impacted
adversely in older heritage listed buildings. In this facility, a purpose built courtroom has
been constructed to cater for trials involving organised gangs. The courtroom layout
includes a prisoner dock designed with individual enclosed cubicles for accused persons
to prevent disruption and violent outbursts during court hearings.
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Durham Courthouse, Canada

5.6 Washington DC, USA

When | first arrived in the USA, the country was in turmoil with the Federal funding crisis.
This situation did not affect my itinerary to any significant degree.

The US Marshals hosted me in the USA, the courts security that | inspected were
Federal, State and County jurisdictions, all managed by various law enforcement
agencies. The exchange of intelligence between these agencies is paramount for the
strategic management of the court security function.

My fellowship at the US Marshals included unlimited access to the Executive
Management team, Judicial Security Division, Office of Protective Intelligence,
Operational Psychologist, Covert Surveillance, Special Operations Group,
Communications, Logistics, Emergency Management, Contracts, Administration, Physical
security, Security systems, and Technology divisions.

The United States Supreme Court, in Washington DC is a distinctive designed 1930’s
building. The nine Supreme Court Justices are all afforded security escorts by its own
police department. The Supreme Court Police Department consists of an intelligence

analyst, entry screening, Investigator, K-9 units, escort teams and an armed response
team.

A visit to Prince William County Sheriff’'s Department and the courthouse in Manassas
Virginia enabled me to observe the County model of court security. An inspection of the
cells, entry screening, control room and courtrooms revealed similar constraints to those
impacting on Australian Courts, namely increasing caseloads, budgetary constraint and
limited resources.
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Prince William County, Virginia - Captain Willie
Hardeman and US Marshal Robyn Anderson

Arlington County Courts Virginia has the most technological advanced control room,
funded and installed post the 9/11 due to the Court’s proximity to the Pentagon. This
facility manages the County’s emergency services and that of an Emergency Control
Centre when required.

The largest volume court | visited was the Washington DC Superior Court, where entry
screening infrastructure, control room and cells have all been constantly retrofitted to be
fit for purpose and to address specific design issues.

| had the opportunity to visit the Maryland University campus and to inspect the US
Department of Homeland Security National Consortium for the Study of Terrorism And
Responses to Terrorism (START) managed by Director Gary Lafree. START uses state
of the art theories (Geospatial tools, analysis) methods, and data from the social and
behavioural sciences to research the complexities of International Terrorism and
Organised Crime.

High-level personal security escorts inspected at the US Department of Justice, Deputy
Attorney General’s protection detail. The US Marshals are responsible for this protection
detail and deploy specialist staff, equipment, vehicles and procedures to perform their
duties.

Capital Police Threat Assessment section has the operational responsibility of intelligence
analysis, investigations into threats against Judiciary. | was also fortunate to tour Capital
Hill during my visit.

My visit to the FBI Behavioural Analysis Unit and the Critical Incident Response Group at
Quantico was definitely a highlight of my fellowship. Supervisory Special Agent Molly
Amman was responsible for organising my authorisation and subsequent access to the
facility. The units support the 56 FBI offices across the nine regions in the USA. They are
responsible for surveillance, crisis management (rapid deployment and logistics), special
events management, behavioural analysis, SWAT, cyber investigations, target
violence/mass attacks, and communicated threats within the USA.

The Secret Service visit included meeting with the Intelligence and the behavioural
sciences units, facilitated by Senior Special Agent Mark Braun. My visit allowed me to
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gain access to publications, methodologies and personal contacts for future exchange of
information and advice.

The opportunity to visit Interpol- United States National Central Bureau, and view the
Operations Centre to discuss with staff their procedures was exceptional.

An interview with Her Honour Judge Stacey Jernigan, US Bankruptcy Court Dallas
provided me with an opportunity to speak with a judicial officer who had been the subject
of a significant security threat. Judge Jernigan’s insights were fascinating.

| also visited the State Court house, entry screening, and control room.

International Criminal Court, The Hague
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6. Discussion

6.1 Intelligence Function

Intelligence analysts provide a critical link in the process of collection, storage and
analysis of information/intelligence with regard to courts and judicial security. The
provision of trend analysis allows for the strategic planning in all areas of the court
security function.

In the USA, the US Marshals, FBI and Secret Service all maintain intelligence units within
their respective agencies. The information derived from these intelligence units allows for
the precise management of judicial security, data bases, case studies (historical
reference). All of this assists in the establishment of enhanced procedures, and protocols
for the safety of the judiciary and courts.

The engagement of psychologists to better interpret and understand the complexities of
the person behind the threats or those who pose potential significant threats to the courts
and judiciary is evident in the agencies visited during my fellowship.

The methods, and processes employed in the intelligence functions internationally need
to be replicated in Australia. The analysis, investigation and tasking in the intelligence
process all have practical operational benefits for court security within Australia.

6.2 Judicial Security

A combination of security solutions as observed in “best practice” countries (USA and
Canada) is the most appropriate course of action for Australian court security to consider.

Judicial security in the USA is currently far more progressive and innovative in design
than in Australian jurisdictions. The Canadian approach is still more advanced, however it
is more closely attuned to Australian cultural mores and way of life.

The capability to collect, analyse and disseminate intelligence in response to threats to
judicial officers is a necessary evolutionary step for Australian court security. Currently
across Australian jurisdictions, this is the sole responsibility of State and Territory police
departments. Issues around appropriate resourcing, consistency of agency responses
and the need for a more strategic approach to judicial security are of concern. Itis clear
with the benefit of having observed international approaches that Australian court security
units might need to consider taking a more proactive lead in the collection and storage of
available intelligence, with the aim of providing relevant police agencies with up to date
reliable and actionable information. The ability to maintain a historical, concise knowledge
of judicial security threats/incidents is a fundamental requirement of a more professional
engagement with respective police department.

The Canadian model is best represented by the Ontario Police Department Justice
Officials Protection and Investigation Section (JOPIS), which is responsible for
threats/incidents against Politicians, Judiciary and Police. This unit consists of
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investigators, intelligence analysts, psychologist from various police departments within
Ontario.

The section’s headquarters are in Orillia although there are teams stationed at strategic
locations around the State. This structure allows for greater coverage and interaction with
judicial officers, courts, police and other agencies and stakeholders. Due to the large
geographical area, small teams enable effective response times coupled with the
application of local knowledge. This affords a high level of consistency in the
management of threats and identified security incidents and risks. As investigations
develop, the JOPIS has developed and implemented procedures to allocate additional
resources to local teams as required. Dissemination of relevant intelligence allows judicial
officers, courts and local police to effectively manage situations as they arise.

In interviews and visits during my fellowship tour, it was clear that an important
consideration often overlooked was the need for regular briefings in relation to the
progress of investigations for victims (judicial officers). It was clear that a regular briefing
or status report enabled judicial officers to have confidence in the investigative process
and the investigating officer. In this way, judicial officers, their families and staff could go
about their lives, confident in their personal safety.

6.3 Infrastructure

In all countries visited during my fellowship tour, court security infrastructure was of
paramount importance. A single access smart card was used system wide with no
requirement for multiple cards to visit various court locations.

The placement of entry screening machines (X-ray machines and walk through metal
detectors) at the courts visited is similar in layout and design to that used in Australian
courts. There were a number of different configurations and solutions at some venues,
which reflected heritage listing, financial restraints and at some courts, large volumes of
court users. These different configurations included glass panels directly outside
courtrooms which catered for secure courts and at some courts different exit turnstile
machines.
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. Recommendations of Fellowship

Introduce the concept and process of intelligence analysis to Australian court security
to enhance the security function.

Promote the importance of correct management of judicial security threats and
investigations.

Establish intelligence exchange between Australian court security units, in the areas of
trend analysis, judicial security, IT and data collection and education and training.

Improve the court security function through innovative and adaptive security solution
design.

Establish Australian standards and methodologies for conducting vulnerability
assessments for courts and in relation to judicial security.

Establish and maintain collegiate and collaborative international relationships to
enable regular exchange of relevant and latest trends in the court security function.
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